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^7g^*^g+WC. i57.-^-+-^57W /^a`-. -`/5+a` +7`^7ge/eg a5*e/79e7- +.e 5c
g- i5WWei-eg c/59 7 #AC. .e/*^ie -/7.9^--e/%

pppw

qptj #jrtIH Ls #DFLjLlLDH Atqp!mtH

K/^*i ^7-e/e.-. /e ^7e.i1W ^7-e/-^7eg ^-` -`e +.e 5c
+-57595+. *e`^iWe.w ?^-` 1e51We . -`e ^7-e7geg +.e/. 7g 1+/i`.e/. 5c
+-57595+. *e`^iWe.z 1/^*i ^7-e/e.-. ^WW e ccei-eg  -`e^/ ^7i/e.eg
+.ew #+-57595+. *e`^iWe. a^*e /^.e -5 .e*e/W -1e. 5c 1/^*i ^7-e/e.-.z
^7iW+g^7a V -ei`7^iW ^..+e. `e/e -`e .5+/ie. 7g 95ge. 5c --iY /e
+7Y757z +71/eg^i-Wez 7g W^YeW -5 e e*e/fi`7a^7a(VuR U WeaW 7g
1/i-^iW ^..+e. /ea/g^7a 1/5-ei-^57 c/59 +7+-`5/^eg ^7-/+.^57. ^7-5
+-57595+. g/^*^7a ..-e9.(VuQ 7g T g- 7g W5i-^57 1/^*iwVuP
Ke/.57W g- ^915/-eg 5/ ge/^*eg c/59  *e`^iWez  +.e/z 5/ -`e ^7-e/i-^57.
e-ee7  +.e/ ^7  *e`^iWe i5+Wg ci^W^--e -`e ge7^a/-^57 5c WW ^7g^*^g+W
1/^*iw Ke/`1. 95.- .^a7^c^i7- ^. -`e i1i^- c5/ AUA -ei`75W5a -5
g^.-/^+-e 1e/.57W ^7c5/9-^57 -5 5-`e/ *e`^iWe.z 9+7^i^1W .^a7W -5e/.z
^7c/.-/+i-+/e 5\ei-. .+i` . -/cc^i .^a7. 7g .-51W^a`-.z +^Wg^7a. 7g
^WW5/g.z 7g 5-`e/ +797^ce.-eg 15..^^W^-^e.wVuO
VuV

#i-^57  -`e !599^..^57 Li-5e/ UTz UuVO  j5-^ie 5c K/515.eg I+We9Y^7a
s!! VOxVSPw
VuU
See neWWz supra 75-e UVz - VTVTw
VuT
See #7\W^ H^7a`Wz The Piracy of Privacy? A Fourth Amendment Analysis of Key
Escrow Cryptographyz P HF#jw mw 4 KLmC ItAw VONz VON VNNQw
VuS
L9/^ "/^Wz The Road to the Autonomous Age Will Be Paved by Smart Citiesz
sLI"tH o7w USz UuVOz PMuu #lz `--1.Mvvwc5/e.wi59v.^-e.v59/^/^WvUuVO
vuVvUSv-`ex/5gx-5x-`ex+-57595+.xaex^WWxex1*egxx.9/-xi^-^e.v<PNQRcQVQOiTw
VuR
?55g e- Wwz supra 75-e Vuz - VSQPw
VuQ
Id. - VSQOw
VuP
Idw - VSPVw
VuO
See "/7 !W/Yz How Self-Driving Cars Work: The Nuts and Bolts Behind Google’s
Autonomous Car Programz l#ntDHtLs sew UVz UuVRz `--1.Mvvw9Ye+.e5cwi59
v-av`5x.eWcxg/^*^7axi/.x5/Yx-`ex7+-.x7gx5W-.xe`^7gxa55aWe.x+-57595+.xi/x
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#w #+-57595+. Ae`^iWe. p7i/e.^7a A+W7e/^W^-
#iie.. -5 eWei-/57^i i599+7^i-^57. 7g c^We. `*e ei59e -`e
i5/7e/.-57e -5 97 i/^9^7W ^7*e.-^a-^57.w F`e +.e 5c i591+-e/. 7g
ieWW 1`57e. ^7 -`e ^g 5c i/^9^7W i-^*^- `. e17geg ^7 /eie7- e/.z
/^.^7a 97 s5+/-` #9e7g9e7- 0+e.-^57.wVuN F`e Wea^.W-+/e `. 1Weg
 .^a7^c^i7- /5We ^7 e.-W^.`^7a -`e 1/5ieg+/e. -`/5+a` `^i` W
e7c5/ie9e7- 9 ^7*e.-^a-e  i/^9ew q5e*e/z /eW^7a 57 -`e Wea^.W-+/e
-5 /ea+W-e i599+7^i-^57 7e-5/Y. 7g i/^9^7W ^7*e.-^a-^57. ^7*5W*^7a
g^a^-W /ei5/g. g5e. 75- 7eie../^W 9e7 -`e s5+/-` #9e7g9e7- ^WW
1/5*^ge 1/5-ei-^57w ?`- `11e7. ^c -`e/e ^.7C-  .--+-e -5 c^WW -`e *5^g%
?^-`5+- \+g^i^W ^7-e/ce/e7iez -`e/e 9 e 75-`^7a -5 W^9^- -`e *5W+9e 5/
.+.-7ie 5c ^7c5/9-^57 -`e a5*e/79e7- i5+Wg a-`e/w
p7 -`e W.- ce geige.z -`e H+1/e9e !5+/- `. e7ge*5/eg -5 i/c- 7
e17.^*e *^e 5c g^a^-W i599+7^i-^57. 7g s5+/-` #9e7g9e7^7g^*^g+W 1/^*i 1/5-ei-^57.w tWei-/57^iWW .-5/eg ^7c5/9-^57 ^. 95/e
.+.ie1-^We -5 +.e ei+.e 5c ^-. ^W^- -5 e .-5/eg c5/ 7 ^7c^7^-e
95+7- 5c -^9ewVVu l5/e .1ei^c^iz WW i599+7^i-^57. ^WW ^7e*^-W e
/ei5/geg ei+.e 5c -`e g^cc^i+W- ..5i^-eg ^-` -11^7a ^7-5 
i599+7^i-^57 ^-`5+- i591/59^.^7a 5-`e/ i599+7^i-^57. -`- /e
e^7a -/7.9^--eg i/5.. -`e .9e c^e/ 51-^i W^7ewVVV
p- ^. 75 7e 1`e759e757 -`- -`e a5*e/79e7- `. -`e 9e7. -5
957^-5/ #9e/^i7.C 57W^7e i-^*^-w ?`- ^7c5/9-^57 i7 e /e.57W
e1ei- -5 /e9^7 1/^*-e +7ge/ -`e s5+/-` #9e7g9e7- ^c e .-5/e 7g
iie.. 95/e ^7c5/9-^57 57W^7e c/59 +-57595+. *e`^iWe.%
What Type Information is Being Collected?
p7 -`e iYa/5+7g 5c .eWcfg/^*^7a *e`^iWe.C i1^W^- b-5 g/.-^iWW
/eg+ie ii^ge7-.z -/*eW -^9ez -`e e7*^/579e7-W ^91i- 5c /5g -/*eWzG
7g -`e^/ 1/5c5+7g ^91i- 57 W5/ ge97gzVVU ^.  1/-^i+W/ i57ie/7
1/5a/9v e1W^7^7a -`- r55aWeC. +-57595+. *e`^iWe .5c-/e b1/5ie..e. w w w g- ^7
/eWx-^9e 7g 95geW. g79^i. 5c 5-`e/ g/^*e/.z 1ege.-/^7.z 7g 5\ei-.wGw
VuN
See D7^-eg H--e. *w o57e.z RQR DwHw Suuz SUPz SUNfTu UuVU #W^-5z owz i57i+//^7a
bF`e Katz -e.- /e.-. 57 -`e ..+91-^57 -`- -`e `15-`e-^iW /e.57We 1e/.57 `. 
eWWxge*eW51eg 7g .-We .e- 5c 1/^*i e1ei--^57.w "+- -ei`75W5a i7 i`7ae -`5.e
e1ei--^57.w /9-^i -ei`75W5a^iW i`7ae 9 Weg -5 1e/^5g. ^7 `^i` 151+W/
e1ei--^57. /e ^7 cW+ 7g 9 +W-^9-eW 1/5g+ie .^a7^c^i7- i`7ae. ^7 151+W/
--^-+ge. w w w wp7 i^/i+9.-7ie. ^7*5W*^7a g/9-^i -ei`75W5a^iW i`7aez -`e e.- .5W+-^57
-5 1/^*i i57ie/7. 9 e Wea^.W-^*ew i^--^57 59^--eg # Wea^.W-^*e 5g ^. eWW .^-+-eg
-5 a+ae i`7a^7a 1+W^i --^-+ge.z -5 g/ ge-^Weg W^7e.z 7g -5 W7ie 1/^*i 7g 1+W^i
.ce- ^7  i591/e`e7.^*e wGw
VVu
H^7a`Wz supra 75-e VuTz - VNVw
VVV
Idw
VVU
*^g "eege e- Wwz The Employment Impact of Autonomous Vehiclesz t!Ljw 4
HF#Fw #lpjw Vz V #+aw VVz UuVPz `--1Mvvwe.wg5iwa5*v.^-e.vgec+W-vc^We.v
t91W59e7-8Uup91i-8Uu#+-57595+.8UuAe`^iWe.uw1gc bp7 UuVRz VRwR 9^WW^57 DwHw
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/ea/g^7a g- 1/^*i 7g .ei+/^- /^.Y.wVVT F5 g-ez .e*e7-ee7 .--e. `*e
e7i-eg .--+-e. /eW-eg -5 g- 1/^*i ^..+e. 5c g- /e-/^e*W c/59 7
e*e7- g- /ei5/ge/z btIG `^i` .e/*e. .  bWiY 5G c5/ /ei5/g^7a
i/^-^iW .e7.5/ 7g g^a75.-^i g- 1/^5/ -5 i5WW^.^57.wVVS s5/ e91Wez 7
tI i7 /ei5/g 7 5ii+17-C. ^7c5/9-^57 ^7 -`e .ei57g. ec5/ez g+/^7az
7g c-e/  *e`^i+W/ i5WW^.^57wVVR F`e.e 9^i/5i591+-e/ i`^1 .e-. W.5 `*e
-`e ^W^- -5 i1-+/e 9+i` 95/e -`7 \+.- *e`^iWe i5WW^.^57.z ge1e7g^7a 57
-`e +-5 97+ci-+/e/wVVQ e.1^-e jqFH#C. c^Weg 97g-e -`- 5+Wg
`*e /e0+^/eg tI ^91We9e7--^57 ^7 e*e/ 7e *e`^iWez . 5c He1-e9e/
UuVS 95.- 7e *e`^iWe. ^7iW+ge 7 tIwVVP F`^.z ^7 1/-z ^.  /e.+W- 5c
.--e. 1..^7a W. ^915.^7a .-7g/g. -`- .1ei^c `- +-5
97+ci-+/e/. 9+.- g^.iW5.ez `5 i7 iie.. tI ^7c5/9-^57z 7g `e7
-`e i7 iie.. ^-wVVO #ii5/g^7a -5 -`e j!Hmz .--e. -`- `*e e7i-eg
.--+-e. /eW-^7a -5 g- /e-/^e*W `*e ^7iW+geg  1/5*^.^57 -`- -`e g-
i5WWei-eg c/59  95-5/ *e`^iWe tI 9 e g57W5geg 57W ^-` -`e
i57.e7- 5c -`e *e`^iWe 57e/ 5/ 15W^i`5Wge/z ^-` ie/-^7 beie1-^57.wGVVN
F`e .--+-e.z `5e*e/z 9Ye iWe/ -`- -`e ^7-e7- ^. -5 WW5i-e 57e/.`^1
-5 -`e 1`.^iW e95g^9e7- 5c g- 57 -7a^We tI ge*^ie.z 75- i/e-e
1/51e/- /^a`-. -5 -`e ^7c5/9-^57 i57-e7- ^-.eWcw
F`e exceptions /^.e .e/^5+. 0+e.-^57. . -5 `e-`e/  i5917 5+Wg
e /e0+^/eg -5 a/7- W e7c5/ie9e7- iie.. -5 g/^*e/ e`*^5/
^7c5/9-^57wVUu l5/e ^915/-7-Wz `5 57. -`e g/^*e/ e`*^5/
^7c5/9-^57d-`e g/^*e/ 5/ -`e i5917d7g `- /e -`e^/ /e.1ei-^*e
5/Ye/. e/e e91W5eg ^7 5ii+1-^57. -`- i5+Wg e ccei-eg -5 */^7a gea/ee.  -`e
^7-/5g+i-^57 5c +-59-eg *e`^iWe.wGw
VVT !`/^.-51`e/ #i`- 4 #.`Wee ^c+7-5/+9z Data Privacy Issues of Self-Driving
Vehiclesz "I#j !#At o+W VPz UuVPz `--1.Mvvw/7i*ewi59ve7v-`5+a`-x
Wege/.`^1vg-x1/^*ix^..+e.x5cx.eWcxg/^*^7ax*e`^iWe.w`-9Ww
VVS
Idw
VVR
Event Data Recorderz jqFH#z `--1.Mvvw7`-.wa5*v/e.e/i`xg-ve*e7-xg-x
/ei5/ge/ W.- *^.^-eg o7w Vuz UuVO bs5/ ^7.-7iez tI. 9 /ei5/g V 1/exi/.` *e`^iWe
g79^i. 7g ..-e9 .--+.z U g/^*e/ ^71+-.z T *e`^iWe i/.` .^a7-+/ez S /e.-/^7+.aevge1W59e7- .--+.z 7g R 15.-xi/.` g- .+i` . -`e i-^*-^57 5c 7 +-59-^i
i5WW^.^57 75-^c^i-^57 #!j ..-e9wGw
VVQ l^i`eWWe Aw Ic-e/z Decoding What’s in Your Car’s Black Boxz tlDjH o+Ww UUz
UuVSz `--1.Mvvweg9+7g.wi59vi/x-ei`75W5avi/xWiYx5x/ei5/ge/.xi1-+/exi/.`x
g-w`-9Ww
VVP See id. e1W^7^7a -`- bNQ 1e/ie7- 5c 7e i/. .5Wg ^7 -`e D7^-eg H--e.G `*e tI.(
see also I+.. qe1.z Data Collection for Self-Driving Cars Could be Risking Your Privacyz
#DFLFI#tI He1-w UuVQz `--1.Mvvw+-5-/ge/wi59vi/x.`511^7avg-xi5WWei-^57x
c5/x.eWcxg/^*^7axi/.xi5+Wgxex/^.Y^7ax5+/x1/^*ixURPVSS e1W^7^7a -`- e*e7- g-
/ei5/ge/. `*e ee7 ^7.-WWeg ^7 e*e/ 7e i/ .^7ie UuVSw
VVO See Ic-e/z supra 75-e VVQw
VVN
Event Data Recorderz supra 75-e VVRw
VUu
#i`- 4 ^c+7-5/+9z supra 75-e VVTw
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/^a`-. -5 ^-. +.ae%VUV Ke/`1. -`e 95.- 1e/1We^7a 0+e.-^57 5c WWd`5
/e -`e e7-^-^e. -i`^7az 957^-5/^7a 7g /ei5/g^7a 5+/ e`*^5/ 
i5WWei-^7a -`^. ^7c5/9-^57%d`. 7 e*e7 95/e -/5+We.59e 7.e/M
757ewVUU j9eWz 757e ^-`  .-Ye -5 7-`^7a ^-` /e.1ei- -5 -`e
*e`^iWewVUT
Is the Problem Collection or Use of the Information Obtained?
l7 .--e.C .--+-e. /eW-eg -5 -`e WiY 5 /e0+^/e +-59Ye/. -5
75-^c 7e i/ +e/. -`- -`e^/ *e`^iWe i57-^7. .+i`wVUS q5e*e/z
g^.iW5.+/e 5c -`e WiY 5 9 e  g^/ei-^7a -`e *e`^iWe 57e/ -5 -`e
57e/C. 97+WwVUR H59e .--e. `*e W.5 e7i-eg W. -`- e1W^i^-W
ge-^W -`e i^/i+9.-7ie. `e/e +-5 97+ci-+/e/. /e -5 g^.iW5.e g-
i57-^7eg ^7 7 tI -5 W e7c5/ie9e7- 5cc^i^W. 5/ -`^/g 1/-^e. without
-`e 57e/C. i57.e7-wVUQ "+- `- `11e7. `e7  .--e `. c^Weg -5 e7iW. -5 1/5-ei-  *e`^iWe 57e/ c/59 7 +7/e.57We .e/i` 7g .e^+/e
5c 7 tI   15W^ie 5cc^ie/ 5/ -`^/g 1/-%VUP K+- .^91Wz ^c -`e 7- ^-z
-`e/eC. 755g .^7a -`e i7C- `*e ^-wVUO
j5-^-`.-7g^7a jH!mC. e7i-9e7- 5c -`e VNNS cege/W /^*e/
K/5-ei-^57 K/^*i #i- bKK#GzVUN `^i` 1Wie. W^9^--^57. 57 g-
/e-/^e*W c/59 tI. 7g e.-W^.`e. -`- 7 ^7c5/9-^57 i5WWei-eg
eW57a. -5 -`e *e`^iWe 57e/ 5/ We..ee 5c -`e *e`^iWez ^7c5/9-^57 i5WWei-eg
 7 tI /a+W i57-^7+e. -5 .+\ei- 7 ^7g^*^g+W -5 +7/e.57We
.e/i`e. 7g .e^+/e.w l5/e .1ei^c^iz -`e KK# 1/5-ei-. 1e/.57W
^7c5/9-^57 -`- ^ge7-^c^e. 7 ^7g^*^g+Wz ^7iW+g^7a 7 ^7g^*^g+WC.
1`5-5a/1`z H5i^W Hei+/^- 7+9e/z g/^*e/ ^7c5/9-^57 7+9e/z 79ez
7g gg/e..z +- 75- -`e c^*e g^a^- ^1 i5gez -eWe1`57e 7+9e/z 7g .59e
9eg^iW ^7c5/9-^57wVTu F`+.z -`e KK# ae7e/WW 1/5`^^-. -`e
e1/-9e7- 5c l5-5/ Ae`^iWe. 7g +-`5/^eg /ei^1^e7-. c/59 Y75^7aW
g^.iW5.^7a 7 ^7g^*^g+WC. 1e/.57W ^7c5/9-^57wVTV
VUV

Idw
qe1.z supra 75-e VVPw
VUT
Idw
VUS
See Ic-e/z supra 75-e VVQw
VUR
Idw
VUQ
Idw
VUP
Hee idw
VUO
Id.
VUN
VO DwHw!w ) UPUV UuVU b# H--e ge1/-9e7- 5c 95-5/ *e`^iWe.z 7g 7 5cc^ie/z
e91W5eez 5/ i57-/i-5/ -`e/e5cz .`WW 75- Y75^7aW g^.iW5.e 5/ 5-`e/^.e 9Ye *^WWe
-5 7 1e/.57 5/ e7-^-M 1e/.57W ^7c5/9-^57 w w w 5+- 7 ^7g^*^g+W 5-^7eg  -`e
ge1/-9e7- ^7 i577ei-^57 ^-`  95-5/ *e`^iWe /ei5/gwGw
VTu
Know About Driver’s Privacy Protection Actz LqpL "#Iz `--1.Mvvw5`^5/w5/a
vs5/K+W^ivIe.5+/ie.vm5+!7D.evKae.vm5+!7D.exSQVw.1 W.- *^.^-eg o7w
VVz UuVOw
VTV
Idw( see generally VO DwHw!w ) UPURT UuVU gec^7^7a b1e/.57W ^7c5/9-^57Gw
VUU
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e.1^-e -`e KK#C. ae7e/W 1/5`^^-^57z ^-C. /^ggWeg ^-` VS
eie1-^57. 7gz /a+Wz -`e 95.- i57ie/7^7a eie1-^57 WW5. c5/ W
e7c5/ie9e7- ae7i^e. -5 5-^7 7 ^7g^*^g+WC. ^7c5/9-^57 /eWe*7- -5
-`e^/ 5/YwVTU #..+9^7a -`e g- i5WWei-eg i7 e +.eg a^7.-  g/^*e/ ^7
 WeaW 1/5ieeg^7az ^- 9+.- e ge-e/9^7eg `- .1ei^c^i ^7c5/9-^57 ^. ^..+ew

"w #+-57595+. Ae`^iWe.M F`e He/i` 5c ^a^-W p7c5/9-^57
mea^.W-^57 `. +7g5+-egW 1Weg  95/e .^a7^c^i7- /5We ^7 .e--^7a
5+- -`e 1/5ieg+/e.  `^i` W e7c5/ie9e7- 9 ^7*e.-^a-e  i/^9ewVTT
#- -`e .9e -^9ez `5e*e/z -`e/e i7 e g^.g*7-ae. -5 .-/^i-W /eW^7a
57 Wea^.W-+/e.z . 5115.eg -5 i5+/-.z -5 i- . -`e .5We gei^.^57 9Ye/ ^7
ge-e/9^7^7a -`e /5We ^7 -`e /-^i+W-^57 5c -`e /+We. -`- /e -5 /ea+W-e
i/^9^7W ^7*e.-^a-^57. ^7*5W*^7a +-57595+. *e`^iWe.wVTS l5/e .1ei^c^iz
-`e.e g^.g*7-ae. 9 e a/e-e/ ^7 ^7*e.-^a-^57. i57ie/7^7a
i599+7^i-^57 7e-5/Y. 7g g^a^-W /ei5/g. i57-^7eg ^7 7 +-57595+.
*e`^iWeC. tIwVTR o+.-^ie H5-595/z ^7 United States v. Jonesz 5.e/*eg
-`- b^- 9 e 7eie../ -5 /ei57.^ge/ -`e 1/e9^.e -`- 7 ^7g^*^g+W `.
75 /e.57We e1ei--^57 -5 1/^*i ^7 ^7c5/9-^57 *5W+7-/^W g^.iW5.eg
-5 -`^/g 1/-^e.G . b^WW .+^-eg -5 -`e g^a^-W aez ^7 `^i` 1e51We /e*eW 
a/e- geW 5c ^7c5/9-^57 5+- -`e9.eW*e. -5 -`^/g 1/-^e. ^7 -`e i5+/.e 5c
i//^7a 5+- 9+7g7e -.Y.wGVTQ o+.-^ie H5-595/C. /e.57^7a ^7 Jonesz
-`-  s5+/-` #9e7g9e7- .e/i` 5ii+/. `e7e*e/ -`e a5*e/79e7- *^5W-e.
 .+\ei-^*e e1ei--^57 5c 1/^*i -`- .5i^e- /ei5a7^e. . /e.57We
/e9^7.z `^i` ^. 5c 1/-^i+W/ ^915/-7ie ^7 -`e e/ 5c +-57595+.
*e`^iWe -ei`75W5az `e/e 1`.^iW ^7-/+.^57 ^. +77eie../ -5 97
c5/9. 5c .+/*e^WW7iewVTP #W-e/7-^*eWz `- ^c -`e i5+/-. /e 75- ^7 -`e e.15.^-^57 -5 ..e.. 7g /e.157g -5 *^5W-^57. /eW-eg -5 1/^*i 1/5-ei-^57

VTU

See id. ) UPUV( see also Know About Driver’s Privacy Protection Actz supra 75-e
VTu `^a`W^a`-^7a  7+9e/ 5c +7.e--W^7a eie1-^57. -5 -`e KK#z ^7iW+g^7a -`e ^W^- 5c
^7.+/7ie i5917^e. -5 b5-^7 1e/.57W ^7c5/9-^57 -5 ^7*e.-^a-e iW^9.G( -`e
g^.iW5.^7a 5c 1e/.57W ^7c5/9-^57 -5 b*e/^c  1e/.57C. ^ge7-^- +7ge/ ie/-^7
i^/i+9.-7ie.G( 7g -`e ^W^- 5c --5/7e. -5 5-^7 1e/.57W ^7c5/9-^57 bc5/ +.e ^7 
W.+^-Gw
VTT
#mmtj tF #mwz !Iplpj#m KIL!tDItM pjAtHFpr#FpLj #j IprqF FL !LDjHtmz PRS Tg
egw UuVQw
VTS
Idw - PRRw
VTR
Idw
VTQ
Jonesz RQR DwHw - SVP H5-595/z owz i57i+//^7a( see also #mmtj tF #mwz supra 75-e
VTT - PRRw
VTP
See Jonesz VTU Hw !-w - NRSfRR H5-595/z owz i57i+//^7a W-e/-^57. ggegw
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^7 7 +-57595+. *e`^iWe%VTO Ke/`1. -`e Wea^.W-+/ez . ^- ^. eWei-eg  -`e
1e51Wez 9 e ^7  e--e/ 15.^-^57 -5 /e.157g -5 -`e.e -ei`75W5a^iW
i`7ae.wVTN

pAw

Fqt qt#IF Ls Fqt sLDIFq #ltjltjF #j
#DFLjLlLDH Atqp!mtH

#w F`e s5+/-` #9e7g9e7-M F`e m^7i`1^7 5c !57.-^-+-^57W
K/5-ei-^57
F`e s5+/-` #9e7g9e7- 1/5-ei-. b-`e /^a`- 5c -`e 1e51We -5 e .ei+/e
^7 -`e^/ 1e/.57.z `5+.e.z 11e/.z 7g eccei-.z a^7.- +7/e.57We .e/i`e.
7g .e^+/e.wGVSu bj5 /^a`- ^. `eWg 95/e .i/egz 5/ ^. 95/e i/ec+WW
a+/gegz  -`e i59957 Wz -`7 -`e /^a`- 5c e*e/ ^7g^*^g+W -5 -`e
15..e..^57 7g i57-/5W 5c `^. 57 1e/.57z c/ee c/59 WW /e.-/^7- 5/
^7-e/ce/e7ie 5c 5-`e/.z +7We..  iWe/ 7g +70+e.-^57We +-`5/^- 5c
WwGVSV p- 1/5*^ge. 1/5-ei-^57 a^7.- a5*e/79e7- ^7-e/ce/e7iew F`+.z -`e
^70+^/ ^7 ei` i.e .`5+Wg e9^7e -`e e..e7ie 5c `- -`e s5+/-`
#9e7g9e7- .eeY. -5 1/5-ei-M -`e ^7g^*^g+WC. /^a`- -5 e .ei+/e c/59 7
+7/e.57We .e/i` 7g .e^+/ew
Is There Enough Left of Boyd?
p7 Boyd v. United StateszVSU -`e s5+/-` #9e7g9e7- +7g5+-egW
11W^eg -5 -`e 11e/. - ^..+ew p7 Boydz -`e H+1/e9e !5+/- `eWg -`- -`e
s5+/-` 7g s^c-` #9e7g9e7-. i/e-eg  57e 5c 1/^*i ^-` /e.1ei- -5 7
^7g^*^g+WC. 1e/.57 7g 1/51e/-wVST F`e Boyd !5+/- i57iW+geg -`- -`e
s5+/-` #9e7g9e7- 1/5-ei-. a^7.- -`e ^7*.^57 ^7-5  1e/.57C. 1/^*-e
9--e/.  1/5`^^-^7a -`e a5*e/79e7- c/59 i591eWW^7a  1e/.57 -5
1/5g+ie 1/^*-e 11e/. -`5+a`  .+15e7wVSS Boydz ^7 e..e7iez i/e-eg -`e
1/^7i^1We -`- -`e s5+/-` #9e7g9e7- 1/5-ei-. 1/^*i -`/5+a` -`e
+7/e.57We .e/i`e. 7g .e^+/e. iW+.ewVSR
VTO

See I^We *w !W^c5/7^z VTS Hw !-w USPTz USNP UuVS #W^-5z owz i57i+//^7a ^7 1/- 7g
i57i+//^7a ^7 -`e \+ga9e7-w
VTN
Idw - USNPfNO 0+5--^57. 59^--egw
VSu
DwHw !LjHFw 9e7gw pAw
VSV
Fe// *w L`^5z TNU DwHw Vz N VNQOw
VSU
See VVQ DwHw QVQz QUT VOOQw
VST
See idw -w QTu( See also The Life and Times of Boyd v. United Statesz PQ lp!qw mw ItAw
VOS VNPP bF`e a5*e/79e7-z ii5/g^7a -5 "5gz i775- e7-e/ -`^. 57ez e^-`e/ 
i591eWW^7a 7 ^7g^*^g+W -5 -e.-^c a^7.- `^9.eWc 5/  .+15e7^7a 5/ .e^^7a `^. 55Y.
7g 11e/. c5/ +.e . e*^ge7ie a^7.- `^9 ^7 i/^9^7W 5/ 0+.^xi/^9^7W 1/5ieeg^7awGw
VSS
Boydz VVQ DwHw - QTuw
VSR
See idw( See also The Life and Times of Boyd v. United Statesz supra 75-e VSTz - VNu
i599e7-^7a b^7 -`^. /5+7g5+- z -`e c5+/-` 9e7g9e7- ^7 ci- ei9e -`e 1/5-ei-5/
5c 1/^*iwGw
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VPT

p7 -`e geige. -`- c5WW5egz -`e H+1/e9e !5+/- /e-/e-eg c/59
gec^7^7a 7 +7/e.57We .e/i` ^7 -e/9. 5c  1/51e/- ^7-e/e.-wVSQ F`e
e-e7- 5c -`^. /e-/e-z . /ecWei-eg ^7 -`e gei^.^57. c5WW5^7a Boydz /eg+ieg
5.-iWe. -5 a5*e/79e7-W .e^+/e 5c 7 ^7g^*^g+WC. 1/51e/-z `^i`z ^7
eccei-z 7//5eg `^. 57e 5c 1/^*iwVSP p7 W^a`- 5c -`e.e gei^.^57.z b75
57e 5c 1/^*i 75 e^.-. -`- -`e a5*e/79e7- i775- e7-e/ -5 -Ye 7
^7g^*^g+WC. 1/51e/- c5/ -`e 1+/15.e 5c 5-^7^7a ^7i/^9^7-^7a
^7c5/9-^57wGVSO e.1^-e -`e e*^.ie/-^57 5c -`e Boyd 1/^*i 1/^7i^1Wez -`e
!5+/- `. /ec+.eg -5 5*e//+We ^-wVSN
F`e ge-` 5c Boyd /^.e.  1/e..^7a i57ie/7 c5/ g/^*e/. 5c +-57595+.
*e`^iWe.z 79eWz `- g5e. Boyd 9e7 ^-` /e.1ei- -5 -`e 1/^*i 5c -`e
g/^*e/% l5/e ^915/-7-z `5 i7 +-57595+. g/^*^7a ..-e9. 1/5-ei- -`e
^7c5/9-^57 /eie^*egz ae7e/-eg 7g .e7-  +-57595+. *e`^iWe.z 7g
e7.+/e -`- ^7c5/9-^57 9 c/eeW 95*e ^-`5+- e^7a -/iYeg%VRu F`e
^7i/e.eg 1/e*We7ie 5c +-57595+. *e`^iWe. 7g -`e^/ eWei-/57^i
i59157e7-. +7ge7^W Weg. -5 +7^0+e i`WWe7ae. /ea/g^7a -`e .ei+/^-
5c *e`^iWe ..-e9.wVRV K/^*i i57ie/7. /e 75- W^9^-eg -5 +-57595+.
g/^*^7a ..-e9. 7g -`e ..-e9C. .ei+/^- c+7i-^57.(VRU 1/^*i ^7-e/e.-.
/e W.5 /^.eg `e7 -`e sege/W l5-5/ Ae`^iWe Hce- H-7g/g.
bslAHHG e7i-. .ce- /ea+W-^57. c5/ -`e 1+/15.e 5c *5^g^7a
i/.`e.wVRT s5/ e91Wez `e7 -`e slAHH /e0+^/e. i/.` *5^g^7a
-ei`75W5a -5 e ^91We9e7-eg ^7-5 -`e +-57595+. ..-e9z ^- b^WW
^7*5W*e -`e 15-e7-^W c5/ 95/e .51`^.-^i-eg 9e.+/^7a 7g 15-e7-^WW
VSQ

See The Life and Times of Boyd v. United Statesz supra 75-e VSTz - VNTw
See generally se/a+.57, supra 75-e R 0+5--^57. 59^--eg( seez ewawz n- *w D7^-eg
H--e.z TON DwHw TSPz TQQ VNQP `e/e o+.-^ie "WiY /ec+.eg -5 e-e7g s5+/-`
#9e7g9e7- 1/5-ei-^57. -5 e*e.g/511^7aM
pc -`e -`e c/9e/. 5c -`e !57.-^-+-^57 `g ge.^/eg -5 5+-W 5/ /e.-/^i- -`e +.e 5c
e*e.g/511^7az p eW^e*e -`- -`e 5+Wg `*e +.eg -`e 11/51/^-e W7a+ae -5 g5 .5 ^7
-`e s5+/-` #9e7g9e7-w F`e ie/-^7W 5+Wg 75- `*e Wec- .+i`  -.Y -5 -`e ^7ae7+^- 5c
W7a+aex.-/e-i`^7a \+gae.ww
VSO
Q&A with Self-Driving Car Pioneer Chris Urmsonz supra 75-e VQ - UVV bp7 95.i.e.z -`e 57e i7 e e7-e/eg  -`e ^..+7ie 5c  .+15e7( ^7 -`e /e.-z ^- i7 e /ei`eg
  .e/i` //7-wGw
VSN
Id.
VRu
See ?55g e- Wwz supra 75-e Vuz - VSSO W-e/-^57. ggegw
VRV
Idw - VSQRxQQ 0+5--^57. 59^--eg
bF`^. ^7i/e.eg 1e/9e-^57 5c eWei-/57^i i59157e7-. ^7-5 -`e 95-5/ *e`^iWe i5+Wg e15.e
-`e *e`^iWe -5 7e .ce- ^..+e. ^c 1e/.57. i7 a^7 iie.. -5 -`e.e eWei-/57^i i59157e7-.
7g i7 97^1+W-e `5 -`e.e i59157e7-. ^..+e i5997g. 5/ 5-`e/^.e ^7-e/i- ^-` -`e
*e`^iWew F`/5+a` -`e ^7i/e.eg +.e 5c ^/eWe.. i577ei-^57. `e-`e/ .  9eg^+9 c5/ AUA
.ce- i599+7^i-^57. 5/ c5/ 5-`e/z 757x.ce- /eW-eg 1+/15.e.z ^- ^. ^geW ge957.-/-eg
-`- ^- ^. 15..^We -5 5-^7 +7+-`5/^eg iie.. -5  *e`^iWeC. ..-e9. ^-`5+- 1`.^iW
iie.. -5 -`e *e`^iWewGw
VRU
See idw - VSPUw
VRT
Idw

VSP
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/ei5/g^7a 5c .ce- /eWe*7- ^7c5/9-^57 /ea/g^7a -`e g/^*e/C.
e`*^5/zG .+i` .z g^/ei-^57 7g .1eegwVRS H59e i599e7--5/. 51^7e
-`- -`e ae7i 9 1/5*^ge -`e 95.- i591/e`e7.^*e 1/5-ei-^57 a^7.15-e7-^W .ei+/^- ^..+e.wVRR "+- WW5^7a jqFH# -5 ee/i^.e ^-. +-`5/^-
5*e/ +77-eg ^7-/+.^57. ^7-5  *e`^iWeC. eWei-/57^i ..-e9  e-e/7W
.5+/ie. ^. e..e7-^WW 1W^7a ^7-5 -`e a5*e/79e7-C. `7gw
Data and Reasonable Expectation of Privacy
F`e s5+/-` #9e7g9e7- 11W^e. -5  a5*e/79e7- .e/i`e. 7g
.e^+/e.wVRQ p7 /e.157.e -5 -`e .`^c- c/59 Boyd -5 -`e -/e.1.. g5i-/^7ez -`e
!5+/- i/e-eg .59e 759W5+. /+W^7a.z c^7g^7a  b9^i/51`57eG 1Wieg 57
 WW -5 e*e.g/51 57 7 g\5^7^7a /559 . 75-  .e/i` ei+.e -`e/e
. 75 1`.^iW ^7-/+.^57 5c  1/5-ei-eg .1iezVRP +-z W-e/7-^*eWz c5+7g
 b.1^Ye 9^YeG -`- .i/ieW 1^e/ieg 7 g\5^7^7a WW -5 e7i1.+W-e -`e
.9e i57*e/.-^57 5+Wg `*e i57.-^-+-eg  .e/i`wVRO p7 /e.157.e -5 -`e
i/^-^i^.9. 5c -`e W^9^-eg /eg^7a 5c -`e -/e.1.. g5i-/^7e `^i`
+7g5+-egW c^Weg -5 i1-+/e -ei`75W5a^iW g*7ie9e7-. -`- 5+Wg .557
^7*ge 7 ^7g^*^g+W.C 1/^*i ^-`5+- 1`.^iWW ^7-/+g^7a ^7 
i57.-^-+-^57WW 1/5-ei-eg .1ie o+.-^ie q/W7C. i57i+//e7ie ^7 Katz v.
United States e.-W^.`eg -`e -e.- Y757 . -`e b/e.57We e1ei--^57 5c
1/^*iwG Ie.57We e1ei--^57 5c 1/^*i -+/7. 57 `e-`e/ 7
^7g^*^g+W `.  .+\ei-^*e e1ei--^57 5c 1/^*i -`- .5i^e- gee9.
5\ei-^*eW /e.57WewVRN
F`e Katz !5+/- c5+7g -`-  i57*e/.-^57 1^iYeg +1   9^i/51`57e
-1eg -5  1+W^i -eWe1`57e 55-` .  .e/i` ge.1^-e -`e WiY 5c 
1`.^iW ^7*.^57 ^7-5 -`e 1`57e 55-`wVQu F`e 9\5/^- /e.57eg -`s5+/-` #9e7g9e7- 1/5-ei-. b1e51Wez 75- 1Wie.wGVQV H^7ie -`e !5+/-C.
VRS

Idw - VSPU W-e/-^57. ggegw
See id. - VSQO
75-^7a b!55/g^7-eg i-^57  jqFH# 7g 5-`e/ e7-^-^e. .+i` . .--e a5*e/79e7-.
9^a`- 1/5*^ge -`e 95.- i591/e`e7.^*e 1/5-ei-^57w p7 -`e^/ /-^iWe g^.i+..^7a -`e .ei+/^-
5c *e`^iWe eWei-/57^i ..-e9.z -`e +-`5/. 51^7e -`- -`e 1/^5/^- /e. c5/ i-^57 ^7 -`e
^99eg^-e c+-+/e .`5+Wg e e7.+/^7a -`- e-e/7W .5+/ie. 5c ^7c5/9-^57 c5/ *e`^iWe /e
+-`e7-^i-eg 7g -`- ^7-e/cie. -`- /e e15.eg -5 -`5.e e-e/7W .5+/ie. /e 1/51e/W
a+/geg a^7.- +77-eg ^7-/+.^57.wGw
VRQ
See DwHw !LjHFw #ltjw pAw
VRP See se/a+.57z supra 75-e Rz - RPu 7wVUU i^-^7a r5Wg97 *w D7^-eg H--e.z TVQ DwHw
VUNz VTR VNSUw
VRO
Idw - RPu 7wVUT i^-^7a H^W*e/97 *w D7^-eg H--e.z TQR DwHw RuRz RuNxVU VNQV
W-e/-^57. ggegw
VRN
Katzz TON DwHw - TQV q/W7z owz i57i+//^7a bl +7ge/.-7g^7a 5c -`e /+We -`- `.
e9e/aeg c/59 1/^5/ gei^.^57. ^. -`- -`e/e ^.  -5c5Wg /e0+^/e9e7-z c^/.- -`-  1e/.57 `*e
e`^^-eg 7 i-+W .+\ei-^*e e1ei--^57 5c 1/^*i 7gz .ei57gz -`- -`e e1ei--^57 e
57e -`- .5i^e- ^. 1/e1/eg -5 /ei5a7^e . E/e.57WewCGw
VQu
See se/a+.57z supra 75-e Rz - RPufPV W-e/-^57. ggeg i^--^57. 59^--egw
VQV Katzz TON DwHw - TRVw
VRR
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VPR

gei^.^57 ^7 Katzz -`e /e.57We e1ei--^57 5c 1/^*i 7W.^. a5*e/7.
-`e -`/e.`5Wg 0+e.-^57 5c `e-`e/  s5+/-` #9e7g9e7- .e/i` 7g .e^+/e
`. 5ii+//egwVQU re7e/WWz ^c 7 ^7g^*^g+W `.  /e.57We e1ei--^57 5c
1/^*iz  .e/i` //7- 9+.- e 5-^7eg -5 i57.-^-+-e  Wc+W .e/i`wVQT
L*e/ -^9ez -`e !5+/- `. WW5eg c5/ i.ef.1ei^c^i ee91-^57. -5 -`e
//7- /e0+^/e9e7-z ^7iW+g^7a -`e eWWfe.-W^.`eg *e`^iWe eie1-^57wVQS
s5+/-` #9e7g9e7- 1/^7i^1We.z .+i` . -`e .e/i` ^7i^ge7- -5 //e.eie1-^57 7g -`e g5i-/^7e a5*e/7^7a -`e .e/i` 5c  iW5.eg i57-^7e/z i7
W.5 e /eWe*7- -5 -`e *e`^iWe eie1-^57 ^70+^/w #7 +-57595+. *e`^iWeC.
95^W^-z -`e/ec5/ez ^. 75- 7eie../^W ge1e7ge7- 57 -`e gei^.^57. 9ge 
7 ^7g^*^g+W 5ii+1^7a ^-w p7 5-`e/ 5/g.z -`e ci- 7 #A i7 g/^*e ^-.eWc
5+Wg 75- /e7ge/ -`e +-595^We eie1-^57 ^711W^iWew F`+.z -`e
95^W^- -`/e.`5Wg ^. /a+W 955-w
F`e 0+e.-^57 /e9^7.z `5e*e/z `e-`e/  /e.57We e1ei--^57 5c
1/^*i e^.-. ^7 7 5\ei-z /ez 5/ -`^7awVQR #g9^--egWz -`e g- .-5/eg ^7
7 +-57595+. *e`^iWeC. ..-e9z W-`5+a` 75- ^7i/^9^7-^7a ^7 ^-.eWcz 9
Weg W e7c5/ie9e7- -5 ge*eW51 .+.1^i^57wVQQ
F`e /e.57We e1ei--^57 5c 1/^*i -e.- .^7a+W/W i57-/5WWeg
s5+/-` #9e7g9e7- 0+e.-^57. 5c `e-`e/ -`e/e `g ee7  .e/i` +7-^W -`e
United States v. Jones gei^.^57wVQP F`e !5+/-C. gei^.^57 ^7 Jones
/e1/e.e7-. -`e a/g+W /e-/e- c/59 Katz 7g -`e -/g^-^57W b/e.57We
e1ei--^57 5c 1/^*iwG #c-e/ Jonesz i5+/-. cieg ^-` s5+/-`
#9e7g9e7- 0+e.-^57. 5+- W5i-^57W g- 5/ 5-`e/ ^7c5/9-^57 7We
`e-`e/  .e/i` 5ii+//eg +7ge/ 5-` -`e b/eiW^9egG 1`.^iW ^7-/+.^57
-`e5/ 7g -`e /e.57We e1ei--^57 5c 1/^*i -`e5/wVQO F`e !5+/-C.
gei^.^57 ^7 Riley v. CaliforniazVQN 57W gg. -5 -`e +7ie/-^7- 5c `^i`
-`e5/ ^. -5 a5*e/7 -ei`75W5a^iW i.e.z e.1ei^WW `e7 cieg ^-` -`e
0+e.-^57 5c #A.w
?5+Wg  15W^ie 5cc^ie/ 7eeg  //7- -5 .e/i`  .9/-1`57e ^7i^ge7-5 //e.-%VPu F`e !5+/- 7.e/eg ^7 -`e 7ea-^*e ^7 Rileyz `^i` . -`e
!5+/-C. c^/.- --e91- -5 /ei57i^We -`e s5+/-` #9e7g9e7- 7g .9/-1`57e

VQU

See se/a+.57z supra 75-e R - RPV W-e/-^57. ggegw
H^7a`Wz supra 75-e VuTz - VNQ 0+5--^57. 59^--egw
VQS See #/^57 *w r7-z RRQ DwHw TTU UuuNw
VQR
See se/a+.57z supra 75-e Rz - RPV 0+5--^57. 59^--eg( see, e.g., me^. Iw n-z In
Search of a Fourth Amendment for the Twenty-First Centuryz QR pjw mwow RSNz ROT VNNu
bpc -`e c5+/-` 9e7g9e7- . ^7-e7geg -5 1/595-e  .e7.e 5c 1e/.57W .ei+/^-z ^- 9+.e-e7g -5 -`e 1/5-ei-^57 5c ^7c5/9-^57W 1/^*iwGw
VQQ See se/a+.57z supra 75-e Rz - RQU 0+5--^57. 59^--egw
VQP
se/a+.57z supra 75-e Rz - RPVfPU W-e/-^57. ggeg 0+5--^57. 59^--egw
VQO Idw - RPT W-e/-^57. ggeg 0+5--^57. 59^--egw
VQN
I^We *w !W^c5/7^z VTS Hw !-w USPTz USOS UuVSw
VPu
Jonesz VTU Hw !-w - NSRfSPw
VQT

VPQ
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g-wVPV p7 Rileyz -`e !5+/- c5+7g -`- .9/-1`57e g- . 0+7-^--^*eW
7g 0+W^--^*eW g^cce/e7- c/59 .e/i`^7a  i^a/e--e 1iY 5/ e*e7  WWe5/ gg/e.. 55Y /ei5*e/eg c/59 7 //e.-eg .+.1ei-z 7g -`e 15W^ie g^g 757eeg  //7- ec5/e .e/i`^7a -`e .9/-1`57e g-wVPU
F`e !5+/- 9ge .e*e/W /eWe*7- .--e9e7-. . -5 `5 -`e s5+/-`
#9e7g9e7- 9^a`- i57ie1-+W^e g- -/^W. /^.^7a c/59 #A.w F`e !5+//e.57eg -`- g- g^.-5/-. -`e -/g^-^57W 11W^i-^57 5c WeaW 1/eiege7.eg 57 1`.^iW 5\ei-. ei+.e 5/g^7/ 1`.^iW i57.-/^7-. 7g
1`.^iW W^9^--^57. cWW  ^7  g^a^-W 5/WgwVPT #7g ^- c+/-`e/
/ei5a7^eg -`e -`/e- g^a^-W -ei`75W5a 15.e. -5 ^7*ge b-`e 1/^*i^e. 5c
W^cezGVPS . i-^57.z -`5+a`-.z 7g 1--e/7. ei59e /ecWei-eg ^7 g^a^-W
c5/9wVPR e.1^-e -`e !5+/-C. /ei5a7^-^57 ^7 Riley 5c  7eeg -5 /e.-/+i-+/e
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